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ABSTRACT

Data management is one of the underlying foundations of smart cities. So, in this paper,
the purpose is to explore and identify the role of data management in UAE smart cities in relation
with the transition of the government to a digital government. Therefore, the paper includes a
sample from the smart cities (Abu Dhabi & Dubai) as a statistic to reveal the importance of the
role of data in the era of digital government. Also, the paper clarifies the strengths, challenges and

smart transformations in the field of data management towards digital government in smart cities.
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Methodology

Based on a constructivist paradigm, a qualitative research approach was followed in this
research. Samples from 32 participants are included. All of them were employees of five different
government organizations directly involved in the implementation of smart city initiatives in the
country. Using a qualitative structured interview as data collection method, insights of participants
were gathered relating to the importance of data management in the transformation to a digital
government in smart cities, the data management efforts exerted by their organizations in the said

transition, and the issues they encountered.

Findings

From the findings, three themes emerged. The first theme reiterated the importance of data
management in the efficient collection, analysis, storage, management, access, and sharing of data
which subsequently result in improved quality of government services and increased efficiency of
government functions. The second theme mentioned a variety of strategies that mainly focus on
adoption of governance, legal and regulatory frameworks alongside provision of staff training and
education. Lastly, issues on security and privacy were found relating to the integration of data

management.

Research Limitations

With findings above, the study also acknowledges certain limitations including the
participation of only five government institutions out of 12. This is attributed to the remote work
caused by the pandemic. In addition, some government institutions fear university research on the

pretext of confidential work information. As a result, only 32 participants were enrolled.
Particle Implications

Data management is an area that create a new transitional curve for organizations, people,
and all connected technologies that improve the effectiveness of data use performance under the
umbrella of specific laws in the process of decision-making and strategy-making in transition
toward digital governments in UAE smart cities (Al Nuaimi et al., 2015). For future research, this
study suggests to measure the level of effectiveness of data management in the transformation

toward a digital government in UAE smart cities.
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Originality/Value

The main value of this study lies in the importance of disseminating data management
among government institutions in the United Arab Emirates in smart cities. This study reviews
concepts related to data management in smart cities and the trend towards digital governance,
which provides a new vision for policy makers, private entities, students, and citizens in the

country to create strategies and concepts that promote smart transition.

Paper Type: Case Study
Introduction

The concept of smart cities was developed around the existence of various pressing
problems in urban cities around the world, ranging from the rapid increase of urban population to
environmental pollution and ineffective waste management. According to Winkowska et al.
(2019), the smart city concept is based on the assumption that a city needs to be creative and
sustainable, thus promoting enhanced quality of life with high prospects of economic growth.
Although there is no universal definition of a smart city, the primary objectives of adopting the
said concept are to increase the effectiveness of resource utilization, improve the quality of public
services as well as lower public administration costs. In the UAE, an initiative has been undertaken
to adopt the concept of smart cities. The federal government has been exerting efforts in building
smart cities to pave the way for economic and social development. In the (UAE Government,
2021) website, it was indicated that Abu Dhabi and Dubai are the first emirates to have established
their own smart cities, with Masdar City and Zayed Smart City Projects in Abu Dhabi and Dubai
having their plans of transforming themselves to being smart and sustainable cities.

The smart city concept is linked to several factors. One of which is data management
which, as mentioned by Gharaibeh et al. (2017), is an essential component of a smart city. It is
what facilitates the use of Internet of Things (IoTs) which consequently enables these smart cities.
Data management involves several processes which include data acquisition, data processing, and
data dissemination and is a concept applied to big data applications that provide support to smart
city components. It was indicated by Al Nuaimi et al. (2015) that management and utilization of
big data enable smart cities to sustain its principles and standards and accomplish all its relevant
requirements to build the smart city characteristics including resilience, sustainability, and
governance, among others. In relation, data management also promotes data privacy and security

which are two of the most important considerations in smart cities as well. Since smart cities are
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faced with a variety of security- and privacy-related issues and vulnerabilities, the integration of
data management into the smart city systems is a move that helps address this concern, as it aims
to secure the large volume of private data gathered (Hashem et al., 2016).

Smart cities, aside from recognizing the importance of data management in enabling their
systems and applications, also highlight smart governance which is one of the smart city elements.
With smart governance, Mutiara et al. (2018) indicated the use of the ICT platform to establish
digital government that is deemed to be a key tool in improving government efficiencies together
with increasing transparency and open data for public access. Digital government, otherwise
known as electronic government or simply e-government, is defined as “a structure consisting of
government practices by using information and communication technologies (ICTs) to enable
interactions on government-to-citizen, government-to-government, and government-to-business
levels” (Erkut, 2020, p. 4). In other words, digital government is leveraging ICTs to increase the
accessibility of government services and at the same time, to automate traditional practices and
government functions. According to Al Salmi and Hasnan (2015), adoption of e-government
entails several advantages. To mention, it improves efficiency and effectiveness of government
services, reduces costs, encourages political participation, and addresses issues in the public sector

such as corruption, among others.

These three concepts underscored — smart cities, data management, and digital government
— are what binds this research overall. As the study aims to perform an in-depth exploration of the
role of data management in the transition to digital government in UAE smart cities, it is thereby
important to have a clear understanding of how the concepts are defined and relate with one
another. This study seeks to determine the data management efforts made in achieving a digital
government in the country’s smart cities as well as the data management issues and challenges
encountered. Drawn from these research objectives, the following are this study’s main research

questions:

1. What is the importance of data management in the transformation to a digital government in the UAE

smart cities?

2. What data management efforts have been done to achieve digital government in the UAE smart cities?

3. What data management issues are encountered in achieving digital government in the UAE smart

cities?

International Journal of Service Excellence - Vol. 1, Issue 1



December, 2021

In line with these research aim, objectives, and questions, it is further emphasized that the

significance of this study lies on how it enables a clear understanding about smart cities and the
role of data management in the said cities, especially when it comes to transitioning to a digital
government. Since the UAE has already been implementing smart city initiatives, this research
can be a significant contribution as it can be used as a guide for developing data management
policies to foster effective digital government. It also adds to the academic body of knowledge

regarding the role of technology and big data in transforming smart cities in the UAE.

Literature Review

This section provides a synthesis of existing literatures regarding smart cities, the different
smart sustainable and smart development strategies, and the role of the IoT and data in the UAE’s

smart and sustainable cities and government.

Smart Cities

The term ‘smart city’ is generally perceived as a concept which makes use of information
and communication technologies in order to gain competitive advantages and consequently
improve the quality of life of the people. These competitive advantages are seen on the increased
efficiency in the operations of the city which consequently yield to several advantages such as
improved public services and effective resource utilization. As mentioned in the previous pages of
this research, there is no widely accepted definition for smart cities; however, there are also studies
which developed their own definition of the concept. As cited by Albino et al., 2015, p. 1726), one
of the definitions of smart city was provided by Harrison et al., (2010) which states that it is “a
city connecting the physical infrastructure, the IT infrastructure, the social infrastructure, and the
business infrastructure to leverage the collective intelligence of the city.” Another definition was
by Ismagilova et al., (2020), which mainly identified smart city as the utilization of technology-
based solutions in order to improve citizens’ quality of life as well as government interactions,
ultimately paving the way for sustainable development. From these definitions, the smart city is a
vision with a huge scope based on data management and analysis within advanced practices
through the promotion of ICT. Thus, this will raise the level of living efficiency in urban cities and

ensure the sustainability of the smart transition towards digital governance.
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In relation, smart city is additionally conceptualized as a combination of a variety of

components which are essential for a city to be recognized as smart (Mohanty et al., 2016). In
Figure 1, it is depicted that the Internet of Things (IoT) is at the center, thereby signifying that all
the seven elements of smart cities are enabled by technology. These seven smart components
include smart building, smart infrastructure, smart citizen, smart governance, smart transportation,
smart technology, smart healthcare, and smart energy. These dimensions of smart city, according
economy refers to the innovations fostered to achieve high economic competitiveness. Being an
indicator of a smart city, smart economy thereby constitutes economic growth through innovation
activity and intensive business cooperation. Smart energy, on the other hand, relates with the use
of renewable or sustainable energy sources that produces low carbon, with efficient energy
distribution, and optimized energy consumption. As what Mohanty et al., (2016) entailed, these
three components of smart energy system are held together by the smart energy grid or smart grid
which serves as the system’s core foundation. The smart grid is an electricity network which can
intelligently integrate all user actions in order to improve generator connection and operation to

improve the reliability and security of energy supply (Vijayapriya & Kothari, 2011).
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Figure 1: Smart City Components (Mohanty et al,, 2016)
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Smart governance, according to Joshi et al. (2016), focuses on active political participation

of citizens as well as on the development and implementation of a digital government which aims
to improve the administration of smart cities. It also promotes partnerships between the public and
private sectors. The same author also highlighted the dimension of smart technology which is
about the utilization of ICTs to facilitate interconnections of devices and components that is
essential in carrying out real-time decision-making processes. Meanwhile, smart citizens are the
outcome of increased diversity, creativity, and engagement. Through different programs and
building and smart infrastructure, as Mohanty et al. (2016) pointed out, are the physical, digital,
and electrical components of the smart city. Being the backbone of smart cities, they encompass
several areas including waste management system, water supply system, law enforcement,
apartment buildings, etc. Smart transportation, on the other hand, generally refers to the innovative
services provided through a variety of transportation modes and traffic management. It aims to
increase safety and efficiency in transportation while also reducing carbon emissions, thus
enabling sustainability in the city (Sadiku et al., 2017). Lastly, in smart healthcare, computing
technologies are used to transform healthcare and improve the quality and delivery of services
provided. Sensors are used to collect and measure healthcare data including temperature, blood
pressure, pulse rate, etc. With these advancements, smart healthcare is aligned with the smart city
objectives (Cook et al., 2018). Aside from these smart components that define and shape a smart
city, there are also characteristics of smart cities that are explored in several studies. According to
Dhingra and Chattopadhyay (Trindade et al., 2017, p. 4), there are four main attributes of a smart
city. These include sustainability, quality of life, urban aspects, and intelligence. This was further
noted by Caragliu et al., (cited in Albino et al., 2015, p. 1733), contending that developments in a
smart city are facilitated using networked infrastructure which consequently enhance political and
economic efficiency in the city. The authors additionally indicated that urban growth in smart cities
is fostered through social inclusion and social and environmental sustainability, among others.
Alongside all these characteristics, it was mentioned in the study of Schipper and Silvius (2018),
that ICT and improved quality of life have always been the primary factors defining smart cities.
With ICT, all the developments in a variety of areas are accomplished, from healthcare to
transportation and economy. Meanwhile, improved quality of life is the main objective of smart

cities.
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Smart Development and Sustainable Strategies

In the development of smart cities, there is a variety of strategic principles and practices
taken into regard. In the study of Mora et al., (2019), it was identified that there are four

classifications of strategic principles for the development of smart sustainable cities.

The first one is the holistic strategy which connotes to having a holistic vision of smart cities. This
first strategic principle denotes that in building smart cities, it is not adequate to only recognize
them as a technology-only- focused systems, thus reiterating the importance of having a holistic
vision for these cities. This is attributed by the fact that smart cities are socio-technical systems
which are linked with several factors — human, economic, social, cultural, and environmental. This
can be aligned with what Myeong et al. (2018) mentioned, entailing that the development of smart
cities takes more than just the interconnection of ICT devices and infrastructures. As a matter of
fact, it is a system involving other complex factors, aside from the technical elements, which

include leadership, citizen involvement, and infrastructure.

As for the second strategic principle, according to Mora et al. (2019), is the use of triple-helix
model and the gradual shift to a quadruple-helix model of collaboration. The triple-helix
collaboration model, according to Leydesdorff and Deakin (2011), entails that the interactions of
different dynamics lead to exploitation of knowledge within cities and using ICTs, foster

innovation.

Thirdly, a combination of top-down and bottom-up approaches is a strategy deemed to be the most
ideal in developing smart sustainable cities. This was indicated by Breuer et al. (2014), noting that
building smart cities requires commitment from the government and open collaboration from

citizens.

The final and fourth strategic principle in the study of Mora et al. (2019) highlights the
implementation of an integrated intervention logic which refers to a strategic approach of solving

urban challenges by extending the advantages of using ICT solutions in the city.

International Journal of Service Excellence - Vol. 1, Issue 1 Page 39



December, 2021

Aside from the aforementioned strategic principles, Nasution et al. (2020) emphasized integrated

leadership as a key smart development strategy. There have been existing literatures which pointed
out the role of leadership in developing smart cities. One of which is the study of Sancino and
Hudson (2020) which revealed that in several smart cities such as those in Amsterdam and Bristol,
the role of public leaders is critical, especially in promoting collaborations with businesses and
communities. At the same time, leaders spearhead smart development and smart sustainable
strategies such as forging collaborative partnerships between the public and private sectors for the
pursuit of smart city initiatives. In line with integrated leadership, Nasution et al. (2020) also
identified having the appropriate and acceptable governance model as a strategy towards smart
development and sustainability of cities. In previous studies, there has been an emphasis on the
importance of governance in smart cities like Ruhlandt (2018) who noted that smart city
governance is a concept that is a foundation of smart cities. Being one of the elements of smart
cities, an effective governance model is therefore a necessary aspect, considering that this is linked
with human, legal, socioeconomic and regulatory factors. As Tan and Taeihagh (2020) further
noted, the right smart city governance framework can lead to positive outcomes such as increased
citizen participation and public-private partnerships as well as the realization of the smart city

vision.
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IoT and Data for Smart and Sustainable Cities and Government

Internet of Things (IoT), by definition, is a concept that denotes the interconnection of devices and
user through the use of the Internet. Its objective is to increase the pervasiveness of the Internet
and further integrate into the society, thereby improving ease of use and access to different devices
(Kumar et al., 2019). In smart cities, the role of 10T is reflected on the collection, management,
and analysis of data in a smart city. These large volumes of data are what support the government
and the business in making strategic decisions for more developments in a variety of dimensions
within the city, may it be in transportation, in healthcare, in infrastructure, etc. As additionally
pointed out by Hammi, et al. (2018), the adoption of [oT enables the development of the different
smart city initiatives globally as this emerging technology created opportunities integral in smart
cities such as analysis of real-time traffic data streams and remote monitoring and management of
devices. With the use of IoT comes the importance of data in smart cities. According to Pal et al.
(2018), smart cities are founded on data and the different emerging technologies that facilitate
management of these large amounts of data such 10T, cloud computing, and analytics. This
explains why a big-data framework is an important element in the development of smart cities.
Not only are they essential in storing various data forms efficiently, but they are also critical in
processing and sharing these data across different applications and/or services. All these aspects

are what lead to the success of developing smart sustainable cities.

In government, IoT and data also play a crucial role, especially with the rise of electronic
government and/or digital governance. To mention, Velsberg et al. (2020) reiterated that as much
as [oT shapes smart cities and their applications, this technology can also be integrated into the
public sector, thereby fostering innovation and improvement of public services and process as well
as increased human efficiency. The same authors noted that IoT can lead to government
effectiveness and efficiency, transparency, and collaboration which result in increased citizen and
stakeholder engagement. In the study of Al-Mugqrashi and Saqib (2017), it was further noted that
with the transition to electronic governments, loT thereby makes it possible for governments to
provide electronic services while also promoting knowledge sharing and communication between

them and their citizens.
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On the other hand, the importance of data in the government is linked with development of

evidence-based policies as well as in building infrastructures to improve public services across
industries such as healthcare and public safety (Kim et al., 2020). The same as how IoT is
integrated into the public sector, the use and value of data in government are also noted in increased
transparency, balancing social communities, and enabling the expanded use of all forms of data,
may they be traditional, unstructured or semi-structured. In that regard, sustainable solutions are
developed and implemented, thereby improving the quality of governance and the government

services provided to the citizens (Kim et al., 2014).

Research Design
This study utilized a constructivist paradigm to identify and explore the role and

importance of data management in the transition to digital governments in smart cities in the UAE.
According to Ataro (2020), the constructivist perspective highlights the subjectiveness of
knowledge. Thus, constructivist researchers interact or engage with participants and use dialogue
and reasoning as methods of inquiry. Additionally, constructivism denotes the flexibility and
uniqueness of data collected. For this study, structured interviews were performed with 32
participants. Data were scrutinized to find meaning and understand the perceptions of the
participants regarding the role of data management in smart cities’ transition to digital government.

The following research questions guided the approach and methods used in this study:

1. What is the importance of data management in the transformation to a digital government in the UAE

smart cities?

ii. What data management efforts have been done to achieve digital government in the UAE smart cities?
iii. What data management issues are encountered in achieving digital government in the UAE smart
cities?
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In relation to this, a qualitative research approach was undertaken because this allows researchers

to understand perspectives and experiences of participants (Shakouri, 2014). In particular, the
phenomenological approach was utilized in order to understand the perceptions of the participants
with regard to the phenomenon being studied, which is in this research is the effects of data
management in the transformation toward digital government in UAE smart cities. Among the
qualitative research methods used for this research are purposive sampling, interviewing, and

systematic data analysis procedures. Furthermore, data analysis is based on grounded theory.

Participants

The participants of this study are government employees of organizations that work
directly in implementing smart city initiatives in the UAE, are either IT or engineering personnel,
and have been part of the said organizations for a minimum of three years. Their years of work
experience and nature of work are important criteria in this study because they are considered to
be knowledgeable informants about data management in smart cities. To help the researchers with
sample selection, heads of these organizations were contacted first and consequently, they sent a
list of potential participants and their contact information. The researchers then sent an email to
the participants with the Consent Form which contained a description of the research, procedures,
rights of participants, and the protection of confidentiality. Those employees who signed the
consent form were identified as final study participants and were given the details of the procedures
for the interview. The 32 final participants interviewed were employees of 5 different government
organizations directly working in smart city initiatives across the UAE.
Data Collection Method
Qualitative interviews were used in this study to collect the needed data to accomplish the research
objectives. In particular, structured interviews were conducted (see Appendix A for the interview
questionnaire). Ryan et al. (2009) indicated that this type of interviewing, which involves the use
of predetermined questions, allows comparability of responses, thereby highly useful in finding
patterns and themes for analysis. Furthermore, in light of the current COVID-19 crisis, face-to-
face interview was not possible, so for the safety of both the researcher and the participants,
interviews were conducted via Zoom and telephone conferencing and lasted approximately 45
minutes to 1 hour. Both tools enabled efficient manner of interviewing, considering that they are

practical for researcher and employees during this pandemic.
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The interviews were started with a description of the research, specifically its purpose and its

procedures as well as the rights and confidentiality of the participants. At the same time, researcher
took notes to easily keep track of important points in the interview which could be useful when
analyzing the data. There are ten main questions in the interview, some with sub-questions to allow

the participants further explain their perspectives and experiences related to the topic of the study.

Data Analysis

For the data analysis, there were two procedures employed. First, the researcher, with the use of
the grounded theory as basis, highlighted key points from the interviews and went back and forth
with the transcripts to identify patterns and consistent themes. These themes were then labeled into
sections and organized the transcript data accordingly. Second, the researcher compared and/or
triangulated the interview data with data from existing literatures. This helped increase the
findings’ trustworthiness, specifically the credibility of the research data. Through the data
triangulation, which helps enrich research and validates the findings (Noble & Heale, 2019), the
study’s trustworthiness was established and at the same time, the comprehensiveness,

objectiveness, and accuracy of the findings were strengthened.

Results and Analysis

This research aims to understand and identify the role and importance of data management in the
transformation toward digital government in smart cities in the UAE. It also aims to explore the
efforts exerted in data management and the challenges encountered in doing so by analyzing the

results obtained from interviews applied to individuals in those organizations.

Participant Demographics

The results of this research are drawn from the interview responses of 32 employees from five
different government organizations/departments working directly in the implementation of smart
city initiatives in the UAE. These five organizations were from two emirates: Dubai and Abu
Dhabi, where the country’s smart cities are located. All participants had more than three years of
working experience in their current organization. Eleven of the 31 participants have been working
in their department for five years, nine for seven years, seven for four years, and five for nine

years. Also, 23 of the total participants are IT personnel and the other 9 participants are engineering
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personnel. Given their work experience and departments, it was expected that they have the
knowledge and expertise in data management and its application in smart cities and digital
government. In line with this, the following government organizations where the participants were
from included: (1) Department of Urban Planning & Municipalities Abu Dhabi; (2) Abu Dhabi
Digital Authority; (3) Dubai Police; (4) Dubai Customs; (5) Department of Energy Abu Dhabi.
All these five organizations have contributed in developing and/or building smart city and
sustainable initiatives. To detail, from the Department of Urban Planning & Municipalities Abu
Dhabi, there were nine participants while six were from Abu Dhabi Digital Authority. In addition,
eight participants were from the Smart Services Department of Dubai Police, five from Dubai
Customs, and four from the Department of Energy Abu Dhabi.

As for the interview procedure, 20 participants were interviewed via phone call while the 12 others
were interviewed via Zoom, a teleconferencing platform. As mentioned, face-to-face interview
was not possible for this study because of the COVID-19 pandemic, making the phone and Zoom
interview a practical choice of interviewing platform. Furthermore, the interviews were conducted

from March 25 to March 28, 2021.

Research Findings

The results of the study identified three key themes. These included:

1.

Data management facilitates efficient collection, storage, management and access of large
volumes of data necessary for operating electronic governments and for enhancing quality of
digital government services.

To ensure successful transition to digital government in UAE smart cities, data management
efforts were exerted which include adoption of a clear governance framework, staff training,
implementation of an open government data strategy, among others.

Issues in data management are primarily centered in data protection and security where there

is a high risk of data loss and violation of the privacy of citizens.

Theme 1 answered the first research question: What is the importance of data management in the
transformation to a digital government in the UAE smart cities? Meanwhile, Theme 2 answered
to the second research question: What data management efforts have been done to achieve digital

government in the UAE smart cities? Finally, Theme 3 responded to the third research question:
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What data management issues are encountered in achieving digital government in the UAE smart

cities?

On the next page is a more detailed discussion of each of the three themes.

Theme 1: Efficient Data Collection, Storage, Management and Access

All participants have shown good understanding of data management, digital government,
and smart cities. With regard to smart cities, most of them mentioned improved quality of life and
the use of technologies. Participant 9 stated that smart cities are “reducing the complexity and
wealth of information to fact and knowledge inside the city by using different types of electronic
methods and sensors to collect data [and] to transfer these data over a network.” The same
participant additionally noted the use of IoT to “enhance the quality, performance, and
optimization of resources.” Participant 27 also stated that smart city is a concept of “harnessing
technology to build a solid infrastructure that serves the citizens.” When asked about their
perception of the smart cities in the UAE, all of them agreed that these smart city initiatives are
innovative and are essential in the pursuit of a better and more sustainable future, thus pushing the
country forward across various areas of growth — economic, social, political, environmental, and
cultural. It is said by Participant 26 that in the UAE, these smart cities are envisioned to “become
among the best cities in comfort of living and within the highest standards of living.”

As for data management, Participant 32 mentioned that it is the process involving
management, use and storage of big data that is important to government and citizens. Participant
27 also indicated that data management “is the infrastructure for smart cities.” On the other hand,
when asked about their understanding of digital government, most of the participants placed
emphasis on transference of traditional government transactions to digital. According to
Participant 19, “Digital government depend[s] on technologies to make sure they have quality
services with high performance standards with less errors.” With the participants’ understanding
of the concepts of smart cities, digital government, and data management, they consequently have
established a wider perspective about the importance of data management in the transition to
digital government in smart cities. As Participant 1 stated, “Data management is very much
important in the transition to a digital government because both are complementary. Without data

management, successful implementation of digital government in smart cities cannot be possible.”
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Furthermore, participants mostly agreed that data management’s efficient approach in
collecting, organizing, storing, and protecting data is what makes the transition to a digital
government in smart cities effective. This then leads to better services within the city, across all
dimensions, from transportation to healthcare. Participant 6 said that “With data management,
governments which are transitioning to becoming digital are able to handle large volumes of data
in their system. At the same time, data management makes this process easier to execute, leading
to increased efficiency.” Another participant, Participant 12, mentioned that data management
“encourages efficient data-sharing across different government departments, specifically in
developing and implementing smart city solutions and initiatives. He added that “data management
is the core that enables governments to carry out digital transactions and services.”

Aligned with efficient data collection, storage and access, most of the participants also
emphasized that data management is the key in improving the quality of services in a digital
government, which further aid in smart city governance. According to Participant 7, it “makes
government services easily accessible”. The participant also noted that through data management,
transparency in digital government is improved. On the other hand, there were also participants
who mentioned that data management facilitates interactions and collaboration between the
government, the private sector, and the citizens. Participant 24 stated:

“When transitioning to digital government in smart cities, it is important to build connection
with the city’s main stakeholders such as the government, the private entities, and the
citizens/residents. Data management is the key to enabling stakeholder collaboration through
effective data sharing and analysis. As a result of increased data sharing and stakeholder
collaboration, digital government in smart cities is able to improve their operations and

services.”

Theme 2: Data Management Efforts

Under this second theme, participants have mentioned several data management efforts that their

organizations have been implementing in order to support the transition to a digital government in smart

cities in the UAE. In Dubai Customs, Participants 6 and 7 mentioned about provision of staff training.

As Participant 6 shared, “At Dubai Customs, staff are given training to enhance their digital and data-

related skills. They are also educated regarding the use of the digital systems, which improved

communication and collaboration within the organization.” The same participant also noted that through
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training, it was easier for the employees to be familiar with the digital system, making it easier for them

to carry out data collection, processing, and management activities. Another employee of Dubai Customs,
Participant 11, mentioned that their organization conducts webinars to help staff track and understand
the mechanisms of digital government and its services. In addition, Participant 7 revealed that aside from
training, “Staff of Dubai Customs are encouraged to participate in all initiatives involving the
development of digital governmental programs and services such as the UAE Pass.”

Another data management effort indicated by the participants was adopting a clear and well-defined
governance framework for digital government. As Participant 2 stated, “This framework is essential in
steering the design and in coordinating the implementation of a digital government strategy. Relating
with data management, it provides a guideline as to the implementation of a digital system and the manner
in which data can be collected, stored, managed, and accessed.” As further entailed by Participant 4,

“The governance framework is aligned with the digital government strategy which the

national government has developed and implemented across the country. In our organization,

underlying our own governance framework are standards and principles for data management

that helps ensure operability of data and efficiency of data management processes.”

In relation, Participant 15 mentioned that data management efforts in their organization are more focused
on data operability as well, considering that this is the foundation of the quality of exchange and
management of data in their organization, which contributes to the transformation to a digital government
in smart cities in the UAE. The said participant stated,

“We have established a framework which we use as reference when managing data. It

guarantees that the data we collect, analyze, store, manage, and share within our organization

and across other entities have the necessary specifications including discoverability,

interoperability, reusability, and reliability. These said attributes enable effective and

successful data exchanges.”

Other participants have indicated that their organizations have invested heavily in the development
of important digital enablers. According to Participant 25, “Digital enablers are what power smart cities
and digital governments which is why organization allocated resources to these technologies and
implement their usage in our smart city projects and initiatives.” Participant 32 also said, “Among these
digital enablers such as shared data services have helped in developing solutions for smart systems and
also in increasing collaboration with all sections of data, thus facilitating easy data finding and data

storage digitally.” Aside from this, some of the participants also mentioned having updated their
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organizations’ legal and regulatory frameworks. As what Participant 26 stated, “In data management for

the transition to a digital government, there is a need to have defined and effective legal and regulatory
frameworks that will ensure that digital rights of the citizens are protected.” Participant 22 concurred,
“These regulations for data management cover the potential effects of the increased usage of technologies
and data. Consequently, they are incorporated into the current safeguards implemented for smart cities.”

The last two initiatives mentioned by the participants related with the adoption of data governance
practices and the open data government strategy. According to Participant 9, the data governance
practices are essential in the improvement and simplification of data sharing actions within smart cities
and digital governments. This was also noted by Participant 13 who said that “Data governance can be
facilitated through policies which do not only enhance practices or methods for data sharing [but] also
help promote the strategic data and technology usage in the government within smart cities.” As for the
implementation of an open government data strategy, Participant 16 said that this kind of approach helps
in value creation relating with data reuse. At the same time, Participant 24 stated, “An open government

data strategy highlights the necessary guidelines for management of the phases of the data value chain.”

Theme 3: Data Protection and Security

In data management, there are definitely challenges encountered. Majority of the participants indicated
issues on data security and protection as their primary concern. Participant 9 mentioned that any
organization, including theirs, is exposed to difficulties in strengthening and maintaining high-level of
system and data security because of the growing number of hackers who are taking advantage of the
increased use of digital technologies. The same was also noted by Participant 4, who mentioned the high
risk of attacks that pose a threat to data security and protection. According to Participant 4, when these
attacks occur, there would be possible data leakage or data compromise which “can affect the reputation
of the government and also encourage more hacking.” With these issues, Participant 28 noted,
“Governments which are in transition to becoming digital are faced with the issue on how to protect all
data and ensure their safety and security. The vulnerabilities of the system to attacks can trigger the
decline of public confidence on the system.” Participant 32 furthered, “When data systems are exposed
to security risks and attacks, organizations affected will lose large amounts of money, alongside losing
pertinent data.”

In relation to data protection and security, participants also mentioned privacy of citizens being a

challenge. According to Participant 30, “As governments transition to becoming digital in smart cities,
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citizens’ privacy will; therefore, become nonexistent. Citizens will always worry about their personal

information being not within their own control as they are stored in databases which can be misused or
leaked in case of system attacks.” Alongside the problem on data privacy, Participant 25 mentioned the
possibility of data loss. However, issues in data management are not only technical as some of the
participants pointed out how lack of training and education or inadequate digital literacy can also cause
problems when transitioning to digital government in UAE smart cities. This was emphasized by
Participant 12, stating that:
“Not all people support data management given the complexity it involves, and this consequently
affects the transition of governments to digital. Some employees do not fully understand why
data management is important and why we need to shift to a digital approach of collecting,
analyzing and handling data. This is why some would resist because they are not adequately
made aware of the implications of data management.”
Participant 26 also had the same perspective, saying that:
“There are employees who cannot easily learn data management practices and become
immediately familiar with these technologies and how to use them. Sometimes, organizations
fail to acknowledge this gap. Instead of providing adequate training and education to improve
employees’ digital and data-related skills, they immerse employees into these new approaches

right ahead. This causes resistance and lack of confidence of the staff on the system.”

Discussion
This section integrates the findings from the interview and the information obtained from existing

literatures, thereby determining whether findings are supported by literature.

Importance of Data Management

In the Literature Review section of this research, it was stressed that smart city is a concept which
uses technology in creating solutions that will enhance the quality of life of the citizens (Ismagilova
etal., 2020). This consequently relates with the findings of this study as majority of the participants
perceived smart cities as cities founded on emerging technologies with the objective of achieving
improved citizen life and a sustainable future. With regard to the role of data management in the

transition to a digital government in smart cities, existing literatures pointed out that its importance
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lies on enabling storage, processing, and transfer of data across a wide range of applications and

service (Pal et al., 2018).

At the same time, when a government transforms to becoming digital, data management
systems, which are powered by Internet of Things (IoT) and other emerging technologies, facilitate
increased efficiency and effectiveness of government functions. Not only are the services delivered
digitally, but they also improved in quality, which results in increased citizen satisfaction
(Velsberg et al., 2020). In the findings, it was revealed that this improvement in the quality of
public services largely aid in smart city governance. The concept of government transparency was
also mentioned by the participants which aligns with what Velsberg et al. (2020) indicated about
how increased transparency and collaboration between the government and the citizens can lead
to increased stakeholder engagement.

Another aspect that was emphasized in both existing literatures and research findings is the
importance of data management systems in supporting government decisions through efficient
collection and management of large volumes of data. As most of the participants indicated, data
management, through the utilization of emerging technologies, makes it easier for the government
to handle data. According to Participant 31, “Data management enables efficiency in analyzing
and sharing data which then helps government departments make effective solutions that will
further promote smart city initiatives in the UAE.” This can be associated with what Kumar et al.
(2019) noted with regard to how governments make use of data in their decision-making and in

collaborating with the private sector and the citizens.

Sustainable Development Strategy and Data Management Efforts

Because of the advantages and opportunities data management creates, specifically in the pursuit
of transforming to a digital government in smart cities, efforts have been exerted by government
departments in furthering data management processes. In the study of Kim et al. (2014), it was
noted that governments have been making efforts in developing and implementing sustainable
solutions to improve their data management to consequently enhance their governance quality and
government services. For the participants, these efforts range from developing policies and
regulatory and governance frameworks to provision of education and training to staff. As

Participant 6 noted, “It is important that all members of the organization know and understand the
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importance of data management because only then that they can help in creating more programs
and services that support the organization and the country’s smart city vision and initiatives.

In relation, the literature review highlighted that one of the strategies in development smart
sustainable cities is to combine bottom-up and top-down approaches (Mora et al., 2019). The said
combination places emphasis on government commitment and collaboration. In the research
findings, participants have mentioned training and education to encourage participants to take part
in activities related to digital government and its integration in smart cities. As Participant 2 said,
“If employees are adequately trained and are able [to] improve their digital skills, it is easy for
them to commit to the smart city objective and to the plan of transitioning to a digital government
in these smart cities.” Participant 18 also stated that collaboration between the government and the
citizens would be significantly improved if employees, and even citizens, are made aware of data
management, its use in digital government, and its other implications in smart cities.

These data management efforts can be aligned with the general sustainable development strategy
implemented in the UAE which was rooted on its vision of smart cities. Not only did the
government promote sustainability through the use of advanced technology approaches, but it also
promoted the five pillars of a sustainable smart city that both Dubai and Abu Dhabi adopted.
According to the UAE’s National Committee on Sustainable Development Goals (U.AE, 2021):

1. Governance: UAE vigorous in administering the policies and regulations and team up the

diverse components.

ii. Economy: UAE could expand the jobs, finance growth, innovation, productivity, investment

iil.

Environmental: Several regulations been put to make the city functioning sustainable for the
future example: waste management policies, air quality monitoring, water metering, palm tree
weevil identification, water storage tank control, street lighting, health surveillance, logistic

control, and asset tracking

iv. Society: the city citizens have equal access to all the facilities, Emirati culture enhanced
concerning the different religions and cultures of UAE smart cities (Dubai & Abu Dhabi)
citizens and visitors, and those cities customized with big database.

V. Technology and infrastructure development: United Arab Emirates formulized the smart cities

to have crucial characteristics for a sustainable city like smart energy, smart security, smart

physical safety, smart healthcare, smart education, and smart buildings.
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So, based on the aforementioned pillars, the UAE has designed smart cities such as Dubai

and Abu Dhabi, with development plans that include the rest of the country’s cities, to place on

the world map sustainable cities and successful self-service centers.

Conclusion

The smart city concept has already been widely adopted in several developing and
developed countries. In the UAE, the national government is working towards the realization of
the smart city vision, thus the reason why several government departments have drafted plans and
strategies to successfully build more smart city projects. In this study, the main emphasis lies on
how data management is integral in the transition to a digital government in smart cities in the
UAE. As indicated in the findings of the research, data management is viewed as a tool that guides
and aids governments in the said transition, with the notion that data management and digital
governments coexist. Through the deployment of a variety of emerging technologies such as
Internet of Things (IoT), data management is found to help governments, as they become digital,
improve the quality of their services as well as the effectiveness and efficiency of their functions.
The findings additionally suggested that governments have been extending their efforts in
improving their data management process to ensure a smooth transition to becoming digital.
Among their strategies included training the staff, implementing legal and regulatory frameworks,
and developing an open government data strategy.
From the findings obtained in this research, this study therefore has a variety of implications. For
one, it can be used by policymakers considering that this research mainly focuses on how data
management has been deployed among government organizations in the UAE in their shift to a
digital government in the country’s smart cities. The findings can therefore guide policymakers in
creating effective strategies and plans that optimize data management in digital governments and
in smart cities. Secondly, private entities can benefit from this research as they, too, can adopt the
same set of data management strategies that government organizations had implemented to further
their own data management and governance frameworks. Thirdly, students and educators can
make use of the findings by exploring further on the role of data management in the smart
education dimension of smart cities, alongside smart governance and digital governments. And
finally, this research can be useful to the citizens, so they would further understand how important

data management is and the implications it has on their privacy and security. Generally, this
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research can open more opportunities for discussion relating to data management in smart cities

and in digital governments.

Limitations and Scope for Further Research

This study has three limitations. First, the participants were drawn from only five
government organizations that are directly involved in the implementation of smart city initiatives
in the UAE. Second, the study only interviewed government employees who are handling data
management and smart services in their respective organizations. Thus, data management experts
from the private sector were not included. Lastly, only 32 participants were involved in the
research. For future research, a quantitative research approach can be undertaken in order to
explore and measure the effectiveness of data management in the transformation to a digital

government in UAE smart cities.
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